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Proposal of the masters thesis topic

1 The narrow field of the thesis topic

Natural language processing, anomaly detection, machine learning

2 Key-words

NLP, anomaly detection, production logs, self-supervised machine learning, AIOps

3 Detailed thesis proposal

Past approvements of the proposed thesis topic:
The proposed thesis has not been submitted nor approved in previous years.

3.1 Introduction and problem formulation

Computer-generated log messages are a very valuable source of information to represent
the current status of a system or application. Log messages are precisely generated to
provide application developers and system operators with information that could help
them understand execution paths, find bugs or solve incidents. Generally speaking, when
a problem occurs, logs are often relied upon for investigation.

In an operational phase, the automatic analysis of these logs could thus provide valuable
insights regarding the current and past status of the monitored assets, but the analyses
are nevertheless still mostly performed manually. Many research works have tackled
this problem recently, but there are still open research questions and further improve-
ments possible, especially by inclusion of individual log-entry semantics and its context.
Furthermore, in most cases, current approaches are developed in a closed-world setting
and anomalies are usually not reported per log-entry, thus their application to real-world
use cases is limited.

Traditionally, to automatically detect certain security threats, popular frameworks such as
Wazuh1 collect log data and use a rule-based approach to match them to existing known
patterns. The validity of this approach is only supported by the handcrafted rule set,

1https://wazuh.com/
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which is certainly limited to known threats. Similarly, for general-purpose production-
ready log anomaly detection, ML tools from ELK stack (Logstash, Elastic, Kibana) are
commonly used2 which only focus on numerical log parameters or aggregations (e.g.,
windowed log counts) and thus translates the problem to anomaly detection on time-
series data.

Alternatively, we propose to model the stream log data as a language, and thus leverage
the advances in the field of NLP seen in the recent years, by including the individual log-
entry semantics, as well as its context, captured in the preceding sequences of logs. The
proposed solution captures the normal behavior of whatever system or application is being
monitored in a self-supervised fashion, thus enabling the possibility of detecting deviations
into abnormal patterns that may potentially be the symptom of an underlying security or
any other abnormality incident, with labeled data only needed for the evaluation purposes.

3.2 Related work

There are a few research works that tackle the problem of anomaly detection in logs.
Each of them has shortcomings that prevent them from being widely used in a real-world
production setting. Below, we present a high-level overview of those methods and expose
the biggest constraints.

Most of the approaches usually divide the process into three main steps, namely, (i) log
preprocessing and log template mining, (ii) representation of the individual log messa-
ges/templates, or the sequences of logs/templates as vectors in a multi-dimensional space
(embeddings), which are chronologically stacked and used for (iii) anomaly detection.

Different approaches are used to preprocess log message and transform them into nor-
malized representation. Some of them transform the raw log messages into normalized
representation (log templates) by detecting and masking parameters [1, 2, 3]. The parame-
ters are sometimes additionally used as supplementary information for anomaly detection.
Log templates are represented as a categorical variable or additionally encoded to cap-
ture semantic meaning with well-known methods from natural language processing like
Word2Vec [4] or BERT [5]. Semantic embeddings are in some methods obtained from raw
log messages without prior template extraction [6].

Training of log anomaly detection models is in the literature most often done in a super-
vised [7, 8, 6] or self-supervised [9, 10, 11] fashion. It is challenging to incorporate all
of the necessary functionalities when using self-supervised learning. One of the biggest
problems is dealing with new log messages not seen in a training phase. However, it is diffi-
cult to expect labeled training data when applying a model to a production environment.

2https://www.elastic.co/guide/en/machine-learning/current/xpack-ml.html
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Therefore, it is still preferred to go with a self-supervised approaches.

The traditional methods are predominately based on LSTM networks [9, 10]. The me-
thods presented in [9, 10] are self-supervised and utilize a candidate set approach for
anomaly detection. In the candidate set approach, all of the known log keys are sorted
based on the probability of it occurring as the next log key in a sequence. The next log
key is marked as normal if it is among the top N candidates. Otherwise, it is flagged as
being abnormal. In DeepLog method [9] they also utilize the parameters that are extrac-
ted with Spell [1] preprocessing method, but the method ignores the semantic meaning of
the log templates. Contrary, in LogAnomaly method [10] the model ignores parameters,
but the log templates embeddings preserve semantic meaning. The LogRobust method
[7] introduces an architectural change, describing a Bidirectional LSTM network to cap-
ture information from sequences in both directions. The method tackles the problem
of anomaly detection as a binary classification methodm but the training is supervised,
therefore requiring labeled data.

Recently, work has been presented that utilizes Transformer [12] architectures from the
NLP domain [8, 6, 11]. The methods presented in [8, 6] are trained in a supervised
fashion, dealing with the problem as a binary classification. The HitAnomaly method
[8] semantically embeds log messages, which are then combined into a sequence of log
messages. It also makes use of the parameter values, but again partially uses supervised
objectives. The NeuralLog method [6] represents a similar approach, but it ignores the
parameters, while the LogBERT method [11] cannot handle parameter values nor does it
semantically embed the log messages. It is also not capable of handling new log templates
without retraining.

3.3 Expected contributions

Our main contribution will be the development of a method for the detection of ano-
malies in computer-generated log sequences. The method will (i) jointly model both,
the sequence, as well as individual log templates with representations that preserve se-
mantic meaning, in a self-supervised fashion. This significantly differs from the current
self-supervised approaches that only model the (a) sequence of log templates [11] or (b)
individual log templates [13]. This complete representation will also enable (ii) handling
of log templates not seen in the training phase, which besides supervised objectives of the
current approaches [8], represents one of the crucial limitations of the current approaches
to be deployed in a real-world setting.
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3.4 Methodology

The log anomaly detection pipeline consists out of preprocessing and anomaly detection
parts. The preprocessing represents an important part and can significantly influence the
performance. We will use established approaches in the literature (e.g. Drain[2]), which
are also used by the competing methods [7, 8, 11]. The preprocessing transforms the raw
log data into the normalized representation (log templates), which will be later on used
in the proposed method to semantically embed them using the pretrained Transformer-
based language models [4, 5]. A chronological sequence of log template embeddings will
then be separately modeled to capture the temporal dependencies. Finally, this model
will be used to compute anomaly score on per log basis.

The method will be tested on multiple open datasets [14], which are widely used for ben-
chmarking current state-of-the-art log anomaly detection methods. Each dataset contains
millions of logs with per log anomaly annotations, thus making the evaluation possible
in terms of established performance metrics (e.g. F1 score). The competing approaches
presented in Section 3.2 are evaluated on those datasets, thus making a comparison in
terms of anomaly detection performance possible. There is currently no published work
that would demonstrate the handling of unseen log entry data during the deployment
of the system, which is crucial for real-world operation (e.g. system upgrades, new mo-
dules), thus we also plan to perform closed evaluation of our method on the real-world
proprietary log datasets provided by XLAB.
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